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Phishing la gi?

Phishing email (email gia mao) la hinh thic tdn céng bang email ma cac tin tac thuong dung.
Theo do, cac tin tac sé gid mao mét don vi hoac doanh nghiép uy tin nao dé dé thuc hién cac hanh
vi Ilra ddo.

Céac nan nhan tin tudng va cung cap tai khoan ngan hang, tai khodn mang xa héi,... hoac nhap
chudt vao céc duong dan c6 chlra ma doc sé bi danh cap thong tin. Khdng nhiing thé, cac tin tac
con c6 thé xdm nhap vao hé thong mang noéi bd cla cong ty.

Tin tac sé tao ra nhirng email cé giao dién va ndi dung gan giéng véi cac don vi uy tin nhu ngan
hang, chinh phd... d€ Iira ddo nguoi dung. Nguoi dung tin rang dé la cac email thuc su tur cac to
chirc 16n va thuc hién theo yéu cau trong trong email thi sé bi danh cap théng tin.

Phishing email la phuong phap tan cong kha nguy hiém va réng rai nhat hién nay. N6 dugc phat
hién lan dau vao nam 1987. Ngudn go6c cua phishing la su két hgp cla cau théng tin (fishing for

information) va tro Ira dao (phreaking). T d6, thuat ng(t phishing da ra doi.

10 m?o giup nh?n bi?t m?t email 1?a ??0

e Hay can than véi nhiing tin nhan duoc nguy trang duéi dang thong bao van
chuyén hoac thanh toan.

Nhirng tin nhan nay thuong chira lién két dén cac trang web chlra phan mém déc hai.
Ki€m cac lién két dé€ kiém tra xem ching cé an toan khong trudc khi nhap chubt!

e Hay cdnh gidc véi nhiing tin nhan yéu cau théng tin cd nhan
Hay canh giac vdi nhitng email yéu cau thong tin cd nhan nhu sé tai khoan, mang xa hoi
va cac thong tin cd nhan khac, vi cac cong ty chinh théng sé khéng bao gi¢ yéu cau théng
tin nay qua email.

e Hay can than véi nhitng tin nhan khan cap hoac de doa

Hay can than véi nhiing tin nhan kh&n cap hodc de doa cho rang tai khoan cta ban da bj
tam nging va yéu cau ban nhap vao moét lién két dé€ ma khda tai khoan.

o Kiém tra ngit phap hoac 16i chinh ta kém



Trong khi céc cong ty chinh théng rat nghiém khac véi cac email ma ho gui di, cdc email
Ira ddo thudng chira 16i chinh ta hoac nglr phap kém.

Di chuét qua trudc khi nhap chuét

Cac email Ira ddo thuong chira lién két dén céc trang web chlra phan mém déc hai. Bung
tin tudng vao URL ban nhin thay! Ludn di chuyén chubt qua lién két d€ xem dia chi dich
thuc cla né. Ngay ca khi lién két khang dinh chi dén mot trang web uy tin da biét trudc,
nd van an toan hon néu ban gé dia chi (URL) thu céng vao thanh dia chi trinh duyét cta
ban.

Kiém tra 16i chao

Tin nhan cé gli dén ngudi nhan chung chung, chang han nhu “Quy Khach Hang” hoac
“Ong / Ba”? Néu vay, hay xem xét that ky! Doanh nghiép chinh théng biét va thudng su
dung tén va ho that cta ban.

Kiém tra chir ky

Ngoai 16i chao, cac email Ira ddo thuong bd qua thoéng tin quan trong trong chit ky. Cac
doanh nghiép chinh théng ludn cé théng tin lién hé chinh xac trong ch{t ky cia ho, vi vay
néu ch(r ky ciia mot tin nhan cé vé thi€u hoac khdéng chinh xac, kha nang cao do6 la thu
rac.

Pung tai xuéng cac tap tin dinh kém

VGi su phé bién ciia Ransomware as a Service (Raas), nhitng ngugi gui thu rdc cé céng cu
dé dang dé€ phan phat cac tin nhan thu rac chra phadn mém doc hai dén hang ngan nguoi
dung. Vi Igi nhuan tir ransomware c6 thé rat cao, ngay cad mét l1an nhiém ransomware
thanh céng cling c6 thé mang vé cho ngudi gui thu rac so tién Ién. Néu co bat ky nghi ngo
nao vé ngudi gui tin nhan hoac ndi dung cia mot tép dinh kém nhat la cac tap tin c6 dinh
dang: .zip, .exe, .scr, hdy dam bao an toan va khong tai xuong tép dinh kém hoac lién hé
véi cdng ty hgp phap ma ban nghi ngd ho dang bi t6 chic hacker gid mao dé€ danh Iira ban
cap théng tin.



e Pung tin tuéng vao dia chi Gui

Nhiéu email Itra ddo sé c6 moét dia chi nguoi gui gid mao. Chu y rang dia chi Gui hién thi &
hai noi: Envelope From dugc s& dung bdi may cha thu dé tao ra cac tin nhan khéng dugc
gl di, trong khi Header From dugc s dung béi trinh duyét mail dé hién thj théng tin trong
truong Gui. C3 hai tiéu dé nay déu cé thé dugc gia mao.

MDaemon Webmail cé tinh nang bao mat tich hgp gilp ngudi dung nhan dang nhiing
email bi gid mao. Vi du, nhiéu trinh duyét mail an dia chi Gui, chi hién thi tén Gui, diéu nay
c6 thé dé dang bi gid mao. Trong MDaemon Webmail, dia chi GUi luén dugc hién thi, gilp
ngudi dung cd cai nhin ré rang hon vé nguén goc ctia email va gilp ho xac dinh ngugi gui
gid mao.

e Dung kich hoat enable macros

Trong khi ching ta dang ndi vé ransomware, mot diém vao chung cho nhiém ransomware
la cac chirc nang trong tai liéu Microsoft Word. Nhiing tai liéu nay thuong xuat hién trong
cac email Itra ddo, nhan dinh chling cé ndi dung quan trong tir phong nhan su, tai chinh
hoac mot bé phan quan trong khac; dé Iira nguoi dung, ching yéu cau ngudi dung kich
hoat macros. Bung bao gid tin tudng vao mot email yéu cau ban kich hoat cac chic nang
trudc khi tai xuébng moét tai liéu Word.
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