C?m nang s? d?ng email an
toan, tranh ro r? d? li?u

S? d?ng m?t kh?u an toan

e Dat méat khdu manh cho email

« Thay d6i mat khdu dinh ky

e Khong chia sé mat khau véi nguai khéac
e Khong dat trung vdéi cac tai khoan khac

S?d?ng b?o0 m?t 2 1?7p

Véi cac dich vu email phé bién nhu Gmail, Outlook... tinh nang bao mét 2 16p déu dugc hod trg do dé
hay bat tinh nang nay dé tang cudng bao mat cho tai khodn cda ban.

Doi v6i email doanh nghiép néu khong biét cé tinh nang nay hay khong ban hay lién hé véi quan tri
vién cong ty dé dugc ho tro.

S? d?ng email trén thi?t b? / m?ng an toan

e Chi sr dung trén thiét bi cGia ban, tranh dang nhap trén thiét bi la
e Thiét bi s&r dung can dugc cai chuong trinh antivirus, cap nhat phan mém day du
e Sir dung mang an toan, néu c6 thé hay dung VPN

Xem xét cac thébng bao b?o0 m?t

Théng thudng cac dich vu email cé tinh nang théng bao cac hoat dong lién quan dén tai khoan qua
email du phong nhu thay déi mat khau, dang nhap tu thiét bi la, tuy nhién nhiéu ngudi dung thuong
bd qua. Hay tap théi quen xem xét cac thong bdo nay dé cé thé phat hién sém cac van dé lién
guan dén tai khodn email va kip thaoi xt ly.

G?i ?0ng ??a ch? email ng??i nh?n

H&y c&n than nhap chinh xac dia chi email ngudi nhan va kiém tra lai trudc khi glri d€ dam bao
email dugc gli dé€n dung ngudi nhan, tranh ro ri théng tin. Néu ban la sinh vién va gui tai liéu hoc
tap cho ban bé thi nham lan cé thé khdéng sao, nhung néu ban di lam ma dé la email ch&a hop
dong, ban bdo gia cla cong ty... thi dé van dé I6n.

S? d?ng ?ung CC va BCC

e Cc (Carbon Copy) dugc dung dé gui email cho nhiéu nguai cling lic, danh sach nhiing
nguoi nhan dugc ndi dung mail cling dugc hién thi cong khai véi tat ca nhirng ngudi dugc
nhan mail.



e Bcc (Blind Carbon Copy) dugc st dung dé guiii email cho nhiéu ngudi nhan cling ldc,
nhung ho sé khéng biét dugc danh sach nhiing ngudi cing nhan dugc thu chung véi minh.

Viéc str dung 2 ché dé nay khong ding cé thé vo tinh lam rd ri thong tin cu thé la danh sach email.
Dac biét nguy hiém khi lam email marketing.

Ma hda email

Néu dé la email riéng tu, cé ndi dung quan trong. Nguoi dung can bat tinh nang ma hoéa email
nham dam bao rang khéng ai khéc cé thé doc dugc ngoai ngudi nhan. Nguy co bi chan va doc trai
phép dugc gidm thi€u dang k& bang cach méa hda dir liéu trong bd nhé va trong quad trinh truyén di.

C?n th?n tr??c cac email 1? kem link, ?inh kem

Nhu hau hét ching ta déu biét, mét trong nhiing diém yéu trong bdo mat email thuong bat nguén
tlr 16i cha con ngudi. Vi tinh td mo mudn biét tap tin dinh kém la gi hoac ngay tho nhiéu nguoi dung
da vo tinh nhap vao céac lién két khdng an toan trong email. Ngay cad nhitng nguoi cé kinh nghiém
néu khong can than cling cé thé tré thanh nan nhan cda nhiing email Ira dao tinh vi. Do d6 ngudvi
dung hay luén canh gidc va can than khéng ma bat ky tap tin dinh kém nghi ngd nao cling nhu
khong nhap vao lién két t&r nhitng ngudi gii khong xac dinh.

Khéng s? d?ng email cdng vi?c cho m?c ?ich ca nhan

Viéc cap phat tai khodn email doanh nghiép cho nhan vién la khéong hé hiém va tai khoan email
cling c6 thé dugc dung dé truy cap cac hé théng ndi bo. Tuy vao moi doanh nghiép sé cé chinh
sach quy dinh riéng vé viéc st dung tai khodn. DU chinh sach thé nao, nguoi dung ciing khéng nén
st dung email dugc cap dé sir dung cho viéc riéng nhu dang ky tai khoan truc tuyén, mua hang...
Badi vi viéc nay cé thé dan dén viéc email doanh nghiép cap bi spam thu rac, méa déc... té hon la bi
hack email tir d6 la budc dém dé truy cap vao cac hé théng ndi bé gay mat an toan thong tin. Chua
k€ truong hop nguoi dung si dung mail vao viéc riéng roéi nghi viéc thi nhirng email nay sé bij thu
héi va sé dan dén nguy co mat truy cap vao cac dich vu da lién két.
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